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characteristics of the building or build-
ings;

(6) The type of vault, safe, and secure
enclosures or other storage system
(e.g., automatic storage and retrieval
system) used;

(7) The type of closures on vaults,
safes, and secure enclosures;

(8) The adequacy of key control sys-
tems and/or combination lock control
systems;

(9) The adequacy of electric detection
and alarm systems, if any including
use of supervised transmittal lines and
standby power sources;

(10) The extent of unsupervised public
access to the facility, including the
presence and characteristics of perim-
eter fencing, if any;

(11) The adequacy of supervision over
employees having access to manufac-
turing and storage areas;

(12) The procedures for handling busi-
ness guests, visitors, maintenance per-
sonnel, and nonemployee service per-
sonnel;

(13) The availability of local police
protection or of the registrant’s or ap-
plicant’s security personnel, and;

(14) The adequacy of the registrant’s
or applicant’s system for monitoring
the receipt, manufacture, distribution,
and disposition of controlled sub-
stances in its operations.

(c) When physical security controls
become inadequate as a result of a con-
trolled substance being transferred to a
different schedule, or as a result of a
noncontrolled substance being listed on
any schedule, or as a result of a signifi-
cant increase in the quantity of con-
trolled substances in the possession of
the registrant during normal business
operations, the physical security con-
trols shall be expanded and extended
accordingly. A registrant may adjust
physical security controls within the
requirements set forth in §§1301.72-
1301.76 when the need for such controls
decreases as a result of a controlled
substance being transferred to a dif-
ferent schedule, or a result of a con-
trolled substance being removed from
control, or as a result of a significant
decrease in the quantity of controlled
substances in the possession of the reg-
istrant during normal business oper-
ations.
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(d) Any registrant or applicant desir-
ing to determine whether a proposed
security system substantially complies
with, or is the structural equivalent of,
the requirements set forth in §§1301.72—
1301.76 may submit any plans, blue-
prints, sketches or other materials re-
garding the proposed security system
either to the Special Agent in Charge
in the region in which the system will
be used, or to the Diversion Operations
Section, Drug Enforcement Adminis-
tration, Department of Justice, Wash-
ington, DC 20537.

(e) Physical security controls of loca-
tions registered under the Harrison
Narcotic Act or the Narcotics Manufac-
turing Act of 1960 on April 30, 1971,
shall be deemed to comply substan-
tially with the standards set forth in
§§1301.72, 1301.73 and 1301.75. Any new
facilities or work or storage areas con-
structed or utilized for controlled sub-
stances, which facilities or work or
storage areas have not been previously
approved by the Administration, shall
not necessarily be deemed to comply
substantially with the standards set
forth in §§1301.72, 1301.73 and 1301.75,
notwithstanding that such facilities or
work or storage areas have physical se-
curity controls similar to those pre-
viously approved by the Administra-
tion.

[36 FR 18729, Sept. 21, 1971. Redesignated at
38 FR 26609, Sept. 24, 1973, and amended at 46
FR 28841, May 29, 1981; 47 FR 41735, Sept. 22,
1982; 51 FR 5319, Feb. 13, 1986]

§1301.72 Physical security controls for
non-practitioners; narcotic treat-
ment programs and compounders
for narcotic treatment programs;
storage areas.

(a) Schedules I and II. Raw material,
bulk materials awaiting further proc-
essing, and finished products which are
controlled substances listed in Sched-
ule I or II (except GHB that is manu-
factured or distributed in accordance
with an exemption under section 505(i)
of the FFDCA which shall be subject to
the requirements of paragraph (b) of
this section) shall be stored in one of
the following secured areas:

(1) Where small quantities permit, a
safe or steel cabinet;

(i) Which safe or steel cabinet shall
have the following specifications or the
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equivalent: 30 man-minutes against
surreptitious entry, 10 man-minutes
against forced entry, 20 man-hours
against lock manipulation, and 20 man-
hours against radiological techniques;

(ii) Which safe or steel cabinet, if it
weighs less than 750 pounds, is bolted
or cemented to the floor or wall in such
a way that it cannot be readily re-
moved; and

(iii) Which safe or steel cabinet, if
necessary, depending upon the quan-
tities and type of controlled substances
stored, is equipped with an alarm sys-
tem which, upon attempted unauthor-
ized entry, shall transmit a signal di-
rectly to a central protection company
or a local or State police agency which
has a legal duty to respond, or a 24-
hour control station operated by the
registrant, or such other protection as
the Administrator may approve.

(2) A vault constructed before, or
under construction on, September 1,
1971, which is of substantial construc-
tion with a steel door, combination or
key lock, and an alarm system; or

(3) A vault constructed after Sep-
tember 1, 1971:

(i) The walls, floors, and ceilings of
which vault are constructed of at least
8 inches of reinforced concrete or other
substantial masonry, reinforced
vertically and horizontally with Y2-inch
steel rods tied 6 inches on center, or
the structural equivalent to such rein-
forced walls, floors, and ceilings;

(ii) The door and frame unit of which
vault shall conform to the following
specifications or the equivalent: 30
man-minutes against surreptitious
entry, 10 man-minutes against forced
entry, 20 man-hours against lock ma-
nipulation, and 20 man-hours against
radiological techniques;

(iii) Which wvault, if operations re-
quire it to remain open for frequent ac-
cess, is equipped with a ‘‘day-gate”’
which is self-closing and self-locking,
or the equivalent, for use during the
hours of operation in which the vault
door is open;

(iv) The walls or perimeter of which
vault are equipped with an alarm,
which upon unauthorized entry shall
transmit a signal directly to a central
station protection company, or a local
or State police agency which has a
legal duty to respond, or a 24-hour con-
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trol station operated by the registrant,
or such other protection as the Admin-
istrator may approve, and, if nec-
essary, holdup buttons at strategic
points of entry to the perimeter area of
the vault;

(v) The door of which vault
equipped with contact switches; and

(vi) Which vault has one of the fol-
lowing: Complete electrical lacing of
the walls, floor and ceilings; sensitive
ultrasonic equipment within the vault;
a sensitive sound accumulator system;
or such other device designed to detect
illegal entry as may be approved by the
Administration.

(b) Schedules I1I, IV and V. Raw mate-
rial, bulk materials awaiting further
processing, and finished products which
are controlled substances listed in
Schedules III, IV, and V, and GHB when
it is manufactured or distributed in ac-
cordance with an exemption under sec-
tion 505(i) of the FFDCA, shall be
stored in the following secure storage
areas:

(1) A safe or steel cabinet as de-
scribed in paragraph (a)(1) of this sec-
tion;

(2) A vault as described in paragraph
(a)(2) or (3) of this section equipped
with an alarm system as described in
paragraph (b)(4)(v) of this section;

(3) A building used for storage of
Schedules III through V controlled sub-
stances with perimeter security which
limits access during working hours and
provides security after working hours
and meets the following specifications:

(i) Has an electronic alarm system as
described in paragraph (b)(4)(v) of this
section,

(ii) Is equipped with self-closing, self-
locking doors constructed of substan-
tial material commensurate with the
type of building construction, provided,
however, a door which is kept closed
and locked at all times when not in use
and when in use is kept under direct
observation of a responsible employee
or agent of the registrant is permitted
in lieu of a self-closing, self-locking
door. Doors may be sliding or hinged.
Regarding hinged doors, where hinges
are mounted on the outside, such
hinges shall be sealed, welded or other-
wise constructed to inhibit removal.
Locking devices for such doors shall be

is
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either of the multiple-position com-
bination or key lock type and:

(a) In the case of key locks, shall re-
quire key control which limits access
to a limited number of employees, or;

(b) In the case of combination locks,
the combination shall be limited to a
minimum number of employees and
can be changed upon termination of
employment of an employee having
knowledge of the combination;

(4) A cage, located within a building
on the premises, meeting the following
specifications:

(i) Having walls constructed of not
less than No. 10 gauge steel fabric
mounted on steel posts, which posts
are:

(a) At least one inch in diameter;

(b) Set in concrete or installed with
lag bolts that are pinned or brazed; and

(¢c) Which are placed no more than
ten feet apart with horizontal one and
one-half inch reinforcements every
sixty inches;

(ii) Having a mesh construction with
openings of not more than two and one-
half inches across the square,

(iii) Having a ceiling constructed of
the same material, or in the alter-
native, a cage shall be erected which
reaches and is securely attached to the
structural ceiling of the building. A
lighter gauge mesh may be used for the
ceilings of large enclosed areas if walls
are at least 14 feet in height,

(iv) Is equipped with a door con-
structed of No. 10 gauge steel fabric on
a metal door frame in a metal door
flange, and in all other respects con-
forms to all the requirements of 21 CFR
1301.72(b)(3)(ii), and

(v) Is equipped with an alarm system
which upon unauthorized entry shall
transmit a signal directly to a central
station protection agency or a local or
state police agency, each having a
legal duty to respond, or to a 24-hour
control station operated by the reg-
istrant, or to such other source of pro-
tection as the Administrator may ap-
prove;

(5) An enclosure of masonry or other
material, approved in writing by the
Administrator as providing security
comparable to a cage;

(6) A building or enclosure within a
building which has been inspected and
approved by DEA or its predecessor
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agency, BND, and continues to provide
adequate security against the diversion
of Schedule III through V controlled
substances, of which fact written ac-
knowledgment has been made by the
Special Agent in Charge of DEA for the
area in which such building or enclo-
sure is situated;

(7T) Such other secure storage areas as
may be approved by the Administrator
after considering the factors listed in
§1301.71(b), (1) through (14);

(8)(1) Schedule III through V con-
trolled substances may be stored with
Schedules I and II controlled sub-
stances under security measures pro-
vided by 21 CFR 1301.72(a);

(ii) Non-controlled drugs, substances
and other materials may be stored with
Schedule III through V controlled sub-
stances in any of the secure storage
areas required by 21 CFR 1301.72(b),
provided that permission for such stor-
age of non-controlled items is obtained
in advance, in writing, from the Spe-
cial Agent in Charge of DEA for the
area in which such storage area is situ-
ated. Any such permission tendered
must be upon the Special Agent in
Charge’s written determination that
such non-segregated storage does not
diminish security effectiveness for
Schedules III through V controlled sub-
stances.

(c) Multiple storage areas. Where sev-
eral types or classes of controlled sub-
stances are handled separately by the
registrant or applicant for different
purposes (e.g., returned goods, or goods
in process), the controlled substances
may be stored separately, provided
that each storage area complies with
the requirements set forth in this sec-
tion.

(d) Accessibility to storage areas. The
controlled substances storage areas
shall be accessible only to an absolute
minimum number of specifically au-
thorized employees. When it is nec-
essary for employee maintenance per-
sonnel, nonemployee maintenance per-
sonnel, business guests, or visitors to
be present in or pass through con-
trolled substances storage areas, the
registrant shall provide for adequate
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observation of the area by an employee
specifically authorized in writing.

[36 FR 18730, Sept. 21, 1971, as amended at 37
FR 15919, Aug. 8, 1972. Redesignated at 38 FR
26609, Sept. 24, 1973]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §1301.72, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and on GPO Access.

§1301.73 Physical security controls for
non-practitioners; compounders for
narcotic treatment programs; man-
ufacturing and compounding areas.

All manufacturing activities (includ-
ing processing, packaging and labeling)
involving controlled substances listed
in any schedule and all activities of
compounders shall be conducted in ac-
cordance with the following:

(a) All in-process substances shall be
returned to the controlled substances
storage area at the termination of the
process. If the process is not termi-
nated at the end of a workday (except
where a continuous process or other
normal manufacturing operation
should not be interrupted), the proc-
essing area or tanks, vessels, bins or
bulk containers containing such sub-
stances shall be securely locked, with
adequate security for the area or build-
ing. If such security requires an alarm,
such alarm, upon unauthorized entry,
shall transmit a signal directly to a
central station protection company, or
local or state police agency which has
a legal duty to respond, or a 24-hour
control station operated by the reg-
istrant.

(b) Manufacturing activities with
controlled substances shall be con-
ducted in an area or areas of clearly de-
fined limited access which is under sur-
veillance by an employee or employees
designated in writing as responsible for
the area. ‘“‘Limited access’ may be pro-
vided, in the absence of physical divid-
ers such as walls or partitions, by traf-
fic control lines or restricted space des-
ignation. The employee designated as
responsible for the area may be en-
gaged in the particular manufacturing
operation being conducted: Provided,
That he is able to provide continuous
surveillance of the area in order that
unauthorized persons may not enter or
leave the area without his knowledge.
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(¢c) During the production of con-
trolled substances, the manufacturing
areas shall be accessible to only those
employees required for efficient oper-
ation. When it is necessary for em-
ployee maintenance personnel, non-
employee maintenance personnel, busi-
ness guests, or visitors to be present in
or pass through manufacturing areas
during production of controlled sub-
stances, the registrant shall provide for
adequate observation of the area by an
employee specifically authorized in
writing.

[36 FR 18731, Sept. 21, 1971. Redesignated at
38 FR 26609, Sept. 24, 1973 and amended at 39
FR 37984, Oct. 25, 1974]

§1301.74 Other security controls for
non-practitioners; narcotic treat-
ment programs and compounders
for narcotic treatment programs.

(a) Before distributing a controlled
substance to any person who the reg-
istrant does not know to be registered
to possess the controlled substance, the
registrant shall make a good faith in-
quiry either with the Administration
or with the appropriate State con-
trolled substances registration agency,
if any, to determine that the person is
registered to possess the controlled
substance.

(b) The registrant shall design and
operate a system to disclose to the reg-
istrant suspicious orders of controlled
substances. The registrant shall inform
the Field Division Office of the Admin-
istration in his area of suspicious or-
ders when discovered by the registrant.
Suspicious orders include orders of un-
usual size, orders deviating substan-
tially from a normal pattern, and or-
ders of unusual frequency.

(c) The registrant shall notify the
Field Division Office of the Adminis-
tration in his area of any theft or sig-
nificant loss of any controlled sub-
stances upon discovery of such theft or
loss. The supplier shall be responsible
for reporting in-transit losses of con-
trolled substances by the common or
contract carrier selected pursuant to
§1301.74(e), upon discovery of such theft
or loss. The registrant shall also com-
plete DEA Form 106 regarding such
theft or loss. Thefts must be reported
whether or not the controlled sub-
stances are subsequently recovered



