§95.41

§95.41 External receipt and dispatch
records.

Each licensee, certificate holder or
other person possessing classified in-
formation shall maintain a record that
reflects:

(a) The date of the material;

(b) The date of receipt or dispatch;

(c) The classification;

(d) An unclassified description of the
material; and

(e) The identity of the sender from
which the material was received or re-
cipient to which the material was dis-
patched. receipt and dispatch records
must be retained for 2 years.

[62 FR 17697, Apr. 11, 1997]

§95.43 Authority to reproduce.

(a) Each licensee or other person pos-
sessing classified information shall es-
tablish a reproduction control system
to ensure that reproduction of classi-
fied material is held to the minimum
consistent with operational require-
ments. Classified reproduction must be
accomplished by authorized employees
knowledgeable of the procedures for
classified reproduction. The use of
technology that prevents, discourages,
or detects the unauthorized reproduc-
tion of classified documents is encour-
aged.

(b) Unless restricted by the CSA, Se-
cret and Confidential documents may
be reproduced. Reproduced copies of
classified documents are subject to the
same protection as the original docu-
ments.

(c) All reproductions of classified ma-
terial must be conspicuously marked
with the same classification markings
as the material being reproduced. Cop-
ies of classified material must be re-
viewed after the reproduction process
to ensure that these markings are visi-
ble.

[62 FR 17697, Apr. 11, 1997]

§95.45

(a) Documents containing classified
National Security Information must be
downgraded or declassified as author-
ized by the NRC classification guides
or as determined by the NRC. Requests
for downgrading or declassifying any
NRC classified information should be
forwarded to the NRC Division of Fa-

Changes in classification.
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cilities and Security, Office of Admin-
istration, Washington, DC 20555-0001.
Requests for downgrading or declas-
sifying of Restricted Data will be for-
warded to the NRC Division of Facili-
ties and Security for coordination with
the Department of Energy.

(b) If a change of classification or de-
classification is approved, the previous
classification marking must be can-
celed and the following statement,
properly completed, must be placed on
the first page of the document:

Classification canceled (or changed
to)

(Insert appropriate classification)
By authority of

(Person authorizing change in classification)
By

(Signature of person making change and date
thereof)

(c) New markings reflecting the cur-
rent classification status of the docu-
ment will be applied in accordance
with the requirements of §95.37.

(d) Any persons making a change in
classification or receiving notice of
such a change shall forward notice of
the change in classification to holders
of all copies as shown on their records.

[62 FR 17697, Apr. 11, 1997, as amended at 64
FR 15653, Apr. 1, 1999]

§95.47 Destruction of matter
taining classified information.

Documents containing classified in-
formation may be destroyed by burn-
ing, pulping, or another method that
ensures complete destruction of the in-
formation that they contain. The
method of destruction must preclude
recognition or reconstruction of the
classified information. Any doubts on
methods should be referred to the CSA.

[64 FR 15653, Apr. 1, 1999]

con-

§95.49 Security of automatic data

processing (ADP) systems.

Classified data or information may
not be processed or produced on an
ADP system unless the system and pro-
cedures to protect the classified data
or information have been approved by
the CSA. Approval of the ADP system
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and procedures is based on a satisfac-
tory ADP security proposal submitted
as part of the licensee’s or other per-
son’s request for facility clearance out-
lined in §95.15 or submitted as an
amendment to its existing Standard
Practice Procedures Plan for the pro-
tection of classified information.

[62 FR 17697, Apr. 11, 1997]

§95.51 Retrieval of classified matter
following suspension or revocation
of access authorization.

In any case where the access author-
ization of an individual is suspended or
revoked in accordance with the proce-
dures set forth in part 25 of this chap-
ter, or other relevant CSA procedures,
the licensee, certificate holder or other
organization shall, upon due notice
from the Commission of such suspen-
sion or revocation, retrieve all classi-
fied information possessed by the indi-
vidual and take the action necessary to
preclude that individual having further
access to the information.

[62 FR 17697, Apr. 11, 1997]

§95.53 Termination of facility clear-
ance.

(a) If the need to use, process, store,
reproduce, transmit, transport, or han-
dle classified matter no longer exists,
the facility clearance will be termi-
nated. The facility may deliver all doc-
uments and matter containing classi-
fied information to the Commission, or
to a person authorized to receive them,
or must destroy all classified docu-
ments and matter. In either case, the
facility shall submit a certification of
nonpossession of classified information
to the NRC Division of Facilities and
Security within 30 days of the termi-
nation of the facility clearance.

(b) In any instance where a facility
clearance has been terminated based on
a determination of the CSA that fur-
ther possession of classified matter by
the facility would not be in the inter-
est of the national security, the facil-
ity shall, upon notice from the CSA,
dispose of classified documents in a
manner specified by the CSA.

[64 FR 15653, Apr. 1, 1999]

§95.59

§95.55 Continued applicability of the
regulations in this part.

The suspension, revocation or other
termination of access authorization or
the termination of facility clearance
does not relieve any person from com-
pliance with the regulations in this
part.

[62 FR 17698, Apr. 11, 1997]

§95.57 Reports.

Each licensee or other person having
a facility clearance shall report to the
CSA and the Regional Administrator of
the appropriate NRC Regional Office
listed in 10 CFR part 73, appendix A:

(a) Any alleged or suspected violation
of the Atomic Energy Act, Espionage
Act, or other Federal statutes related
to classified information (e.g., delib-
erate disclosure of classified informa-
tion to persons not authorized to re-
ceive it, theft of classified informa-
tion). Incidents such as this must be
reported within 1 hour of the event fol-
lowed by written confirmation within
30 days of the incident; and

(b) Any infractions, losses, com-
promises, or possible compromise of
classified information or classified doc-
uments not falling within paragraph
(a) of this section. Incidents such as
these must be entered into a written
log. A copy of the log must be provided
to the NRC on a monthly basis. Details
of security infractions including cor-
rective action taken must be available
to the CSA upon request.

(c) In addition, NRC requires records
for all classification actions (docu-
ments classified, declassified, or down-
graded) to be submitted to the NRC Di-
vision of Facilities and Security. These
may be submitted either on an ‘as
completed’” basis or monthly. The in-
formation may be submitted either
electronically by an on-line system
(NRC prefers the use of a dial-in auto-
mated system connected to the Divi-
sion of Facilities and Security) or by
paper copy using NRC Form 790.

[64 FR 15653, Apr. 1, 1999]

§95.59 Inspections.

The Commission shall make inspec-
tions and reviews of the premises, ac-
tivities, records and procedures of any
person subject to the regulations in
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