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Export-Import Bank of the U.S. § 403.11

originating agency, and all SECRET 
and all CONFIDENTIAL documents 
which are marked with special dissemi-
nation and reproduction limitations.

§ 403.11 Enforcement and investiga-
tion procedures. 

(a) Loss or Possible Compromise. Any 
person who has knowledge of the loss 
or possible compromise of classified in-
formation shall immediately report the 
circumstances to the Security Officer 
of the Bank. In turn, the originating 
agency shall be notified about the loss 
or compromise in order that a damage 
assessment may be conducted and ap-
propriate measures taken to negate or 
minimize any adverse effect, and pre-
vent further such loss or compromise. 
An immediate inquiry shall be initi-
ated by the Bank for the purposes: (1) 
Of determining cause and responsi-
bility and (2) taking corrective meas-
ures and appropriate administrative, 
disciplinary, or legal action. 

(b) Reporting and Investigating Unau-
thorized Disclosures. (1) Employees who 
have reason to believe that an unau-
thorized disclosure of classified infor-
mation has occurred shall report the 
disclosure to their supervisor, who 
shall inform the Security Officer. 

(2) The Bank shall promptly notify 
the Information Security Oversight Of-
fice at the General Services Adminis-
tration, Washington, DC 20405, of all 
unauthorized disclosures of classified 
information. 

(3) If the Bank believes that it is the 
source of an unauthorized disclosure of 
classified information that it origi-
nated, it shall evaluate the disclosure 
under paragraph (b)(7) of this section. 
If the disclosure is serious, the Bank 
shall report the disclosure and the re-
sults of the evaluation to the Depart-
ment of Justice together with notifica-
tion that it is conducting an internal 
investigation. 

(4) If the Bank believes that it is the 
source of an unauthorized disclosure of 
classified information that it handled 
but did not originate, it shall report 
the disclosure to the Department of 
Justice and to the originating agen-
cy(ies) or department(s) for evaluation 
under paragraph (b)(7) of this section. 
If the Bank cannot determine the iden-
tity of the originating agency(ies) or 

department(s), it shall report the dis-
closure to the Department of Justice 
together with any information or rea-
sonable inferences as to the identity of 
the originating agency(ies) or depart-
ment(s). 

(5) If the Bank receives a request for 
an evaluation of information it origi-
nated, it shall, if the evaluation shows 
the disclosure was serious, inform the 
agency(ies) or department(s) from 
which the disclosure occurred of this 
conclusion and request that the agen-
cy(ies) or department(s) conduct an in-
ternal investigation. 

(6) If the Bank determines that an 
unauthorized disclosure of classified 
information has occurred but that it 
neither originated, handled nor dis-
closed the information, it shall report 
the disclosure to the likely originating 
agency(ies) or department(s). 

(7) In determining whether a disclo-
sure is sufficiently serious to warrant 
reporting to the Department of Jus-
tice, the Bank, if it is the originating 
agency, shall ascertain the nature of 
the disclosed information, determine 
the extent to which it disseminated the 
information and evaluate the disclo-
sure to determine whether it seriously 
damages its mission and responsibil-
ities. In evaluating the damage caused 
by the disclosure, the Bank shall con-
sider such matters as whether the dis-
closure jeopardizes an ongoing project, 
operation or source of information and 
to what extent the policy goals under-
lying the project or operation must be 
altered. 

(8) In any instance where the Bank is 
determined to be the source of an un-
authorized disclosure and an evalua-
tion by the Bank or the originating 
agency(ies) or department(s) deter-
mines the disclosure to be of a serious 
nature, an internal investigation will 
be initiated and an investigation re-
port, containing such information as 
may be required by the Department of 
Justice, will be submitted to the De-
partment of Justice within 15 days 
after notification from the originating 
agency or Department of Justice, but 
in any case no later than 30 days. If the 
investigation report is not completed 
within 15 days, the Bank shall submit 
as much of the required information as 
is available at that time and furnish 
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additional information as it is devel-
oped. 

(9) Whenever the Bank determines 
during the course of an investigation 
that it is necessary to compel or induce 
the cooperation of an employee, the 
Bank shall first consult with the De-
partment of Justice. The Department 
of Justice will coordinate with the 
Bank to determine the procedures the 
Bank may use to compel an employee’s 
participation without foreclosing pos-
sible criminal proceedings. 

(10) The Bank shall maintain records 
of all disclosures that have been re-
ported or investigated. 

(11) All employees shall cooperate 
fully with officials of the Bank or other 
agencies who are conducting investiga-
tions of unauthorized disclosures of 
classified information. 

(12) Employees determined by the 
Bank to have knowingly participated 
in an unauthorized disclosure of classi-
fied information or who have refused to 
cooperate with an investigation of such 
a disclosure shall be denied further ac-
cess to classified information and shall 
be subject to other appropriate admin-
istrative sanctions. Prior to taking ac-
tion against an employee in connection 
with the unauthorized disclosure or 
classified information, the Bank shall 
consult with the Department of Jus-
tice, Criminal Division.
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Subparts C–E [Reserved]
Section 404.7 also issued under E.O. 12600, 

52 F.R. 23781, 3 CFR, 1987 Comp., p. 235. 
Section 404.21 also issued under 5 U.S.C. 

552a note.

SOURCE: 64 FR 14374, Mar. 25, 1999, unless 
otherwise noted.

Subpart A—Procedures for Disclo-
sure of Records Under the 
Freedom of Information Act.

§ 404.1 General provisions. 
(a) Purpose. This subpart establishes 

policy, procedures, requirements, and 
responsibilities for administration of 
the Freedom of Information Act 
(FOIA), 5 U.S.C. 552, at the Export-Im-
port Bank of the United States (Ex-Im 
Bank). 

(b) Policy. It is Ex-Im Bank’s policy 
to honor all requests for the disclosure 
of its records, provided that disclosure 
would not adversely affect a legitimate 
public or private interest and would 
not impose an unreasonable burden on 
Ex-Im Bank. However, this subpart 
also recognizes that the soundness of 
many Ex-Im Bank programs depends 
upon the receipt of reliable commer-
cial, technical, financial, and business 
information relating to applicants for 
Ex-Im Bank assistance and that receipt 
of such information depends on Ex-Im 
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